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Security Update Notification

Microsoft Common Controls ActiveX Control (MSCOMCTL.OCX) Vulnerability
12 December 2012 (Links Updated 21 April 2016)

NOTE: This Security Update Notification supersedes the version previously posted by SISCO dated 7 August 2012. An
additional vulnerability was found by Microsoft requiring a new update. If you did not apply the update described in the 7
August 2012 notice you only need to apply the update described here. If you did apply the update described in the 7
August 2012 notice you will also need to apply the update from this notice.

Microsoft Security Bulletin MS12-060 disclosed a Critical Vulnerability in the Windows Common Controls that could allow
remote code execution http://technet.microsoft.com/en-us/security/bulletin/ms12-060 . This ActiveX control is bundled with
the Visual Basic 6 redistributable run-time package that SISCO includes with our products. There is a security patch available
from Microsoft for this vulnerability that many systems will receive under normal Windows update processes. HOWEVER,
unless your computer has a Microsoft product installed (i.e. Office, SQL Server, BizTalk, etc.) that is checked during the
Microsoft Windows Update process you will not receive an update. Microsoft’s Windows Update process will not detect the
presence of this vulnerable control if you have not installed one or more of these other Microsoft products. The presence of
the VB6 redistributable run-time package that SISCO installs will not be detected by the Windows Update process if you do
not have these other Microsoft products installed. Therefore, SISCO expects that many of our customers may still have this
vulnerable ActiveX control installed even after updating their operating system using Windows Update.

ALL SISCO PRODUCTS COMPATIBLE WITH WINDOWS ARE AFFECTED.

How to Determine If Your Computer Is Vulnerable and Manually Update
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MSCOMCTL.zip obtained from SISCO at:
http://www.sisconet.com/wp-content/uploads/2016/04/0CX Update.zip

Step 4: Extract the MSCOMCTL.XCO file from the zip file.

Step 5: Copy the MSCOMCTL.XCO file to its corresponding “WINDOWS'’ location depending on your OS (See Step 1)
Step 6: Rename the older file to something like MSCOMCTL.OCX.ORIG.

Step 7: Change the extension on the unzipped MSCOMCTL.XCO file to MSCOMCTL.OCX.

Step 8: Reboot the computer.



